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Identity theft, new law about to Advertisement
send shredding on a tear napshot calendar

By Mindy Fetterman, USA TODAY now 25[]/[' Uff
Do you shred? Was $11.99, Now

If not, get ready to.

You've heard about
shredding. You
understand that it's
probably a good idea
to shred any receipts
that have your credit
card numbers or other
— W8l personal information
— on them to stop identity

By Sam Upshaw Jr., GNS via  theft. Today's Top Money Stories
(Louisville) Courier-Journal . .
Darlene Fafrrell and Nathaniel » Dec. wholesale prices sink; outpt
Farrell bought a paper shredder You may have seen grow - 9:32 AM
after a friend's identity was stolen. shredders at the office « NASD fines analyst $75,000 for r

or noticed bulging trash mongering - 12:50 PM
bags of thin paper strips in the dumpster when you're « Macy's to pay $600,000 to settle

walking the dog past a local business at night. case - 10:42 AM

e Southwest to add cities in code s
But now there's a law with a provision going into effect « EBay increases fees, angering st
this summer that says if you employ even one person — 2:09 PM

a nanny, a yard man — and you have their personal
information because you're doing the right thing and
paying Social Security taxes, you have to "destroy" the
information before you throw it away.

Add USATODAY.com headlines to '

You have to shred it or burn it or pulverize it.

Or you could get sued. Or fined. Or become part of a class-action lawsuit by enraged
nannies whose personal information has somehow gotten out.

Bet you didn't know that.

The shredder industry does, and it expects sales to go on a tear.
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Shredders are going to become "a household requirement as much as a washer and
dryer," says Bob Johnson, executive director of the National Association for
Information Destruction (NAID), a paper-shredding industry trade group.

That's because one provision of the Fair and
Accurate Credit Transactions Act (FACTA) — the
law that also says you get one free look at your
credit report each year — will mean an exploding
industry will get bigger.

Already, personal shredders are becoming so
ubiquitous that Williams-Sonoma in its latest catalog
offers its first-ever combination shredder/garbage
can for your kitchen (for $229). And architect Michael
Graves has designed a cool shredder for Target
($35).

The $250 Fellowes C-14 document ~
shredder cuts through staples, credit InnoDesk makes handheld, battery-operated

cards and CDs. shredders for use in the car or kitchen or at your
desk at work. Each weighs 1.5 poundsand costs
$16.

And Fellowes, a family-owned company that invented the personal shredder in 1990,
makes so many shredders that it is twice the size of its nearest competitor, says Jude
Rake, president and chief operating officer.

"The reality is: People are afraid of their mail," says
Tony Lammers, president of InnoDesk of
Beachwood, Ohio.

"They do really strange things to get rid of mail," he
says. "They fire up the barbecue and burn it. They
use the fireplace. Or they tear up their mail in little
bits and pieces and run around the house putting a
little bit in this trash can and a little bit in that trash
can so that it won't all go out in the same garbage
bag."

The fastest-growing crime

Architect Michael Graves designed
this paper shredder for Target
stores. They have good reason: Identity theft is the fastest-

growing crime in the USA, according to the National
Crime Prevention Council. About 7 million people had their identities stolen in the year
ended July 2003, according to two studies done by Gartner Research and Harris
Interactive.

Each will spend an average of $1,495 and 600 hours getting his or her finances
straightened out, according to the Identity Theft Resource Center. And that's not
counting lawyers' fees.

Overall, the market for shredders, including big commercial machines that handle tons
of paper at a time, is about $350 million a year, says Steven Jacober, president of the
School, Home and Office Products Association in Dayton, Ohio.

Revenue has been growing in the low double digits every year, he says. The main fuel
now is the home and consumer market. Revenue for personal shredders has grown
20% to 25% over the past three years, Jacober says.

In fact, shredders are the fastest-growing segment of the total office products market,
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Rake says. "We've had some months where our sales have grown 70% from a year

ago."

Identity theft in 2003
Victims of identity theft in USA:
7 million®

Average dollar amount charged in
theft: $92,893

Average amount of money? spent
to clear thefts: $1,495

Number of hours victims spent
recovering from identity theft: 600

percentage of victims discovering
theft in negative manner: 85%

percentage of victims discovering
theft in action taken by business:
15%

Average number of checks written
through identity theft: 74.6

Average number of credit card
applications through identity theft:
8.4

Who are the thieves?

Victims' relation to identity
thievesS:

Unknown individual: 70%

Employee of business that had
person's information: 13%

Relative: 11%
Friend or roommate: 10%
Co-worker: 5%

Former spouse or former
significant other: 4%

Caregiver of elderly or disabled
person: 2%

1 National studies by Gartner
Research and Harris Interactive; 2
Not including lawyers' fees; 3
Could answer more than one
Source: Survey by Identity Theft
Resource Center of 173 people
who said they were victims of
identity theft, July 2003

In addition, about 2,000 companies in North America
do records destruction; about half of them do it as
their primary business. That's three times the
number that existed five years ago, according to
Johnson of NAID.

About 1,000 mobile units that can pull up to a
business and shred paper are roaming the nation
now. But many firms just contract with shredding
companies that pick up the documents and take
them to plants where huge "dump-and-run"
shredders handle tons at a time.

The Fair and Accurate Credit Transactions Act was
passed in December 2003, but rules were written
just recently on the disposal provision. The law
requires the destruction — "shredding or burning" or
"smashing or wiping" — of all paper or computer
disks containing personal information "derived from a
consumer report" before it is discarded.

Joining the shredding game

That means that if you do a credit check on your
nanny before you hire her — or you get private
information from a nanny service that came originally
from a credit report — you fall under the rules.

The disposal provision goes into effect June 1. By
then, all businesses — whether employing one
worker or 1 million — will have to join the shredding
game.

"It's going to have a very big upside for people
selling small shredders," says Johnson. "A lot of
companies that did not comply in the past were the
medium- and smaller-sized companies. They were
busy running their business or felt they were flying
below the radar screen. But now they'll have to
comply. Every employer is covered, even
individuals."

FACTA is just one of many recent laws aimed at protecting consumer and company
privacy, including medical records, credit information and corporate trade secrets.

Several states, including Georgia and Wisconsin, already mandate the disposal of
records containing personal information. But the federal laws on protection of
consumer information have some teeth in them.

If you don't shred and information gets out, there are penalties, according to NAID:

*Civil liability. An employee could be entitled to recover actual damages sustained if
his or her identity is stolen as a result of your inaction. Or you could have to pay
statutory damages of up to $1,000 per employee.

Highlights of FACTA

http://www.usatoday.com/money/perfi/general/2005-01-14-shredder-cover X.htm

*Class-action lawsuits. If large numbers of
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The Fair and Accurate Credit
Transactions Act was signed by
President Bush on Dec. 4, 2003.
Many of its provisions are being
phased in and regulations are still
being written for some. Here are
highlights:

®* Every consumer can get one
free copy of his or her credit report
each year at
www.annualcreditreport.com or by
calling 877-322-8228. Effective
nationwide on Sept. 1.

# Merchants must leave off all but
the last five digits of a credit card
number on electronically printed
store receipts. Effective nationwide
in December 2006.

# Employers must destroy
information derived from a
consumer credit report before
discarding it. Effective on June 1.
#* Consumers who suspect identity
theft need to notify only one of the
three credit-reporting services to
set off a nationwide fraud alert.
Effective now.

* Mortgage lenders must provide
the credit score they use to
determine a loan's interest rate,
whether the loan is approved or
denied. Effective now.

By Mindy Fetterman

Colleen Vulin isn't so sure.
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employees are affected, they may be able to bring
class-action suits and get punitive damages from
employers.

*Federal fines. The federal government could fine
you up to $2,500 for each violation.

*State fines. States can fine up to $1,000 for each
violation.

This seems to make investing in a shredder —
about $15 to $250 for a personal shredder to nearly
$2,000 for one for an office — worth it.

Small businesses bear the brunt

While the effect on individuals who employ one or
more people could be bad enough, the real impact
is more likely to be on small to midsize businesses.

"A small businessman who makes a mistake could
bear the brunt of a regulation like this," says James
Plummer, policy analyst at Consumer Alert, a non-
profit group that focuses on a free-market approach
to consumer regulations.

Plummer says there should be more focus on the
identity thief and not so much on the companies
that have the information that's stolen. "It seems like
this law is over-reaching," he says.

She had her identity stolen about five years ago after making an online purchase. And
a hotel employee once used her credit card number to buy items from a catalog.

Since then, she and her husband, Chris, of St. Louis have been sensitive about
destroying all their personal information. They have two, "maybe three," personal

shredders, she says.

"It's really my husband who's shredder-friendly," she says. "I'll be in bed, and all of the
sudden in the middle of the night I'll hear the hum of the shredder going."

She laughs.

"The next day, there will be little strips of paper all over the floor in the basement.”
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